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Set It and Forget It: Automating 
the Apple Experience (with Jamf)
Description of Presentation: Join us for an inside look at how Information Technology Services at 
Christopher Newport University streamlined Mac deployment and management through Jamf 
automation. What once required hours of manual configuration has evolved into a fully automated, 
white-glove process from unboxing to deployment.

This presentation will explore how Jamf Pro automates software installations, configurations, compliance 
checks, and even uninstalls, allowing our team to focus on innovation rather than repetitive setup tasks. 
Attendees will gain insight into the design of our automated workflows, the tools and scripts that power 
them, and how we ensure consistency and security across all faculty and staff devices.

We’ll share lessons learned along the way, including best practices for scaling automation, maintaining 
reliability, and balancing control with flexibility. Whether you manage a small fleet or an entire campus 
environment, this session will demonstrate how automation can simplify endpoint management, improve 
the user experience, and empower your IT team to work smarter, not harder.



Introduction
David Edgar
Manager of Technical Support Services (Audiovisual Classroom Support, Endpoint Management, Help Desk Support)
Christopher Newport University, Information Technology Services

Want to learn more about me? www.dedgar.de

I have worked in Higher Education Information Technology for 14 years, with most of that time focused on 
supporting campus endpoints and core infrastructure. I have spent nearly seven years in my current role, leading 
migrations from Windows 7 to Windows 11, macOS standardization, and the transition from limited client based 
management to modern MDM and Intune. With the support of my team, I implemented Jamf early in the COVID 
period, entirely remotely and with a team of four. During this time, we invested significant effort in automation, 
configuration, and process development to build a resilient, largely autonomous environment prepared to adapt to 
new challenges. 

Current Endpoint Environment, Scale and Context
To provide perspective on scale and relativity, our current environment includes:

● Apple macOS devices: approximately 400 to 500
● Apple mobile devices: approximately 200 to 300
● Windows devices: approximately 2,200
● Endpoint team staffing: one senior engineer and four technicians
● Our Jamf instance is hosted Jamf Cloud Pro (Version 11.23*)

http://www.dedgar.de
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How We Got Here: 
macOS 
Management at CNU

What we needed:

● Faculty and staff expect devices to be ready on 

day one or as quick as possible.

● Manual setup does not scale and introduces 

inconsistency

● IT time is better spent on strategy than repetitive 

tasks

● Security and compliance must be built in, not 

bolted on

● We needed a predictable, repeatable deployment 

process

● At the time MDM was a new concept for Ivanti 

(2019) and we hadn’t really bitten into it yet, thus 

we didn’t have control outside of our ESET AV

● Consistency.



More on this later!



Our approach.

● Automation first, manual only when necessary
○ We needed to move away from the manual 

builds that everyone had their “own” way of 

doing.

● Consistency over customization
○ Scripting, groups, how do we achieve this?

● Defaults should be secure and compliant
○ Defaults should be default, no choices, it’s the 

same every time.

● Self-service wherever possible
○ We want to put bumpers up, but we didn’t want 

to stop people from helping themselves.

● Build once, reuse everywhere and hopefully 

for a long time.

But what did we actually do?

● Spun up a research project and looked at 

services and ways to control our fleet.

● At the time we just wanted to focus on Apple 

devices, and the best way to automate, control, 

and secure.

● After a few months of research and demos 

there was really only one choice at the time.

● Apple had a few tools available at the time, 

Enterprise Connect, macOS Server, and a 

handful of other resources but we saw the 

writing on the wall for some of those services.









Just a small look at the groups created, configurations needed, and policies we have.



We use smart groups a lot, this is how we automate, along with Departments and Tags.
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Using Groups to 
Drive Automation

Example 1: State-Based Automation (Install vs Uninstall)

● Smart group: Google Chrome Not Installed
● Install policy scoped via Self Service
● Once installed, device exits the group automatically and joins Google 

Chrome Installed group
● Uninstall policy scoped to Google Chrome Installed group

Example 2: Event-Based Automation (Enrollment)

● Policies triggered at enrollment
● Install required software automatically
● Exclude devices where software is already present

Example 3: Health-Based Automation (Ongoing Remediation)

● Smart group: “Old Antivirus Software Installed”
● Uninstall software, inventory update
● Install newly implemented software
● Smart group: “New Antivirus Software Installed”
● Apply configuration profiles to smart group (or all devices if applicable)
● Extension attribute created and implemented to track health of 

antivirus
● Smart group: “Health is not good”
● Set parameters and run script on smart group to fix health status, 

update inventory. Ongoing with check in.
● Smart group: “Health is good”
● Devices moves to correct group, no longer is targeted with 

remediation script.
● If device is tampered with, will move back to group, remediation script 

can be run.

Resources and 
scripts!







High-Level Implementation Flow

1. Target devices that already have the app installed
a. Use smart groups like Box Installed or Adobe 

Installed
2. Deploy the app via Jamf Mac Apps

a. Jamf handles install and detection
b. No custom PKG required

3. Leave existing install policies temporarily
a. Double scoping is OK during transition
b. Self Service and policies can coexist safely

4. Remove legacy install policies after adoption
a. Once Jamf App is in place and verified

Key takeaway: This reduces maintenance without changing our 
automation logic.

Jamf Catalog Applications

Application Installers Documentation





Key takeaways:
High Level implementation:

● Define the desired state
● Describe that state with groups
● Use policies to move devices between states
● Automate at enrollment and continuously 

thereafter
● Simplify as platforms mature

Automation, End to End
● Enrollment: zero-touch provisioning (or white 

glove) or user-initiated if onboarding to Jamf
● Baseline: required software and 

configurations
● Ongoing: updates and compliance
● Remediation: health-based correction
● Evolution: reducing custom work over time

I want to take a brief moment to note that these same ideologies and tactics apply across any MDM. Whether it is 
Intune, Jamf, or SimpleMDM, success is largely driven by clearly defining and enforcing the desired state.
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Resources and Questions


